Smart Contracts in Action
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VWhat's in this talk

W4

e Context - Design Informatics,
Prototyping Digital
Infrastructures

e Context - a bit about myself
e Making blockchains tangible
'. # ¢ GeoCoin

e GeoPact - Smart Contracts in - §
Action

® Challenges for Public Services
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Data driven innovation is transforming society and the economy.
In the Centre for Design Informatics, we design systems for
better human data interaction, in diverse settings such as health,
culture, mobility and finance.We explore design from, with, and by
data: the central concern is the design of flows of data which
sustain and enhance human values. Relevant technologies range
from the internet of things, through blockchains, to robotics,
speech recognition, data visualisation, interaction design, and
social computing.

Chvw Fhiden

PO LDOCTLRAL
BESIARCH ASSCCINTE

PR -~

Fyvn Meagnn

PESEACH SOTTWAAL
EMONEER

Fabn -~

oo Lee

PACTESON OF
DIGTAL HIDA

Fl b -

e Speed

CNA OF DEsonN
EROLNATISS

ol Prafe ~

Fan L ugar
CVCELLON 'S
FELLIWY

ot Pl ~

jeearan Farkin
OZHIVEN

ot Pl

Kam Cree

POCIAYMNE
ADNIMNETIIIOR
CRIATIVE
PIOR-ATCS

Maris YV eee

REAZER 1 OZRCu
PFOAMATECE

Rotin i

LECTURER N
COGNTVE 30INCE

Bl Profie

Kzt
Guthawenko

Loats L SR ]

LT S

Mase Kabaw
DESIMN INFIRMATICE

TECH IQAN

fmroee ~

Sarah 3annect
D CANDIDATE

e~

| armss Pourboer

CRCTUFER 1M DRSGH

L

Fivewds Tarns

BLANTS
CEMAIMEINT

PWNINGES. - TREATIVE

IO ATCE

R

Teahong VWang
PHD TANZIDMTE

As ot

Ilan linewe L Secems

CONMMUNICA IOAS RESEARIN AYSDCIATE
AMND ENCACENINT

MHANAGIA - CEAMIVE N Pt

1ETIANE

Vol procw

Nxok Quisarre

PPV Pp Tharean
MANEGIK - X " -
g POSTDICTCRAL

o= RESEAADS ASCOCIATE
folt i



Lo 1o b ol
TPyl we o e
s s Lt Nt
Wy 5% vl & e
e Tl b
P R Sl
s Ay Ve
Rt e aatas] Aad
R el LR R
A B A
s Pt i Ay
-t twe e T
e LS
—VE T T
B0 N D e 1
EDMITIITT § ST
BT MO0 e LA e
=l pvun i

. — v — .
e At e
WD B

4

ud

y

A

Fdl

Larissa Pschetz / Gigbliss - autonomous devices negotiating for energy
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» Participants hand-

drawing maptiles
of Ednburgh ot
the City Selfie
Warkshaep, part of
the Edinburgh At
Festival 2014,

*Body paper
protolyping during
the Design Maets
Synthatc Biclogy
workshop 20%

specialize In ethics, consent, and
perivacy: neuropolitics; anthropology:
user experience; human geography;
and digital cultures, underpinned

by a designer and two soltware
engineers whao help bring everything
together into meaningful experiences
The research 13d is also the heart of
M.A. and M. Sc. programs in design
informatics, and a Ph.D. community
of designers and computer scient ists,

Briefly describe 2 day in the life of
your lab. The highly interdisciplinary
team collaborates across rescarch
projects that involve organizations
such as international charities, banks,
museums, and galleries. On any
givenday, the team will be trying to
understand the social, economic, and
environmental implic ions for the Bow
of data between humans, machines,
and designed artifacts, Morethan
likely you will find the team huddled
zround a device such as the Bt Borista,
2 hacked domestic coffee machine that
only accepts Bitcoin and that insistson
asking coflee drinkers where it should
buy its next bag of coffee. Someone
will be trying o understand the

environmental and social Impace of

| the material and digital economies of

the coffee machine, while someone
clie will be hacking the software

to allow a designer to provide an
interface that makes the user aware
of the datawvalue chains involved in
ordering acup of coffee.

Whatis one feature of your lad that
you could not do without? The mix

of people. All experts in their own
Belds, they offer different insights

inta every action that we make and
offer new tactics when we get stuck
with a particu lar material or method
Sometimes you'll ind a designer

and software engineers projecting
intoa near future, but you need

the anthropologist and the human
geographer to offer pause for
reflection to calibrate ethical issues
On other occasions, projects slow
down due to complex social and
philosophical discussions, and the
imaginaticn of the designers aliows us
toturn ideas into expericnces to better
understand an issue, We need the mix
of people to develop the criticalities
around action and reflection,

D01 10 9145/2047400 COPYRIONT HELD BY AUTHORS

T Macing a brick
onta the First Mock
= the chain during
# Black Exchange
workshap

& Last minuleupdabes te the BitBarisle
3 Bicoin coffae machine al the Ednburgh
Digtal Estarlammant Festoval 20%

What isone feature of your Lab you
want and do not have? Children, older
poople, and animals. Asa relatively
young department ina large university,
we find curselves surrounded by people
of the sume age range and genetic
makeup, We have the clty of Edinburgh
und the many participants in the
projects 1o keep us grounded, and we
are part of a Living Lab project with
the Edinburgh City Council. But the
chance to have differe nt perspectives
ot heing human end more than human
inthe kb would certainly lead w maore
diverse ocutcomes.

what is the one thing you see as

most important about the work you
do there? Gliven the complexdighkal
entanglements inwhich we find
oursdves, we consider the exploration
of human-centered approaches to data
interactions to be of great importance
By developing wiys to desigh from,
with, and by data, we think thatan
interdisciplinary approach can bring
dat science into the design studio and
into devign research,
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me: Human-Algorithm
Interaction

How do people interact with
algorithms?

(all the messy bits between
people and technology)
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What's the score at the Bodleian?
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SOCIAM: The Theory and Practice of Social Machines is funded by the UK Engineering and Physical Sciences Research Council
EPSRC) under grant number EPJ017728/1 and comprises the Universities of Southampton, Oxford and Edinburgh. See sociam.org



Social Machines

Large scale coordination
for communities

N. Shadbolt, D. Smith, E. Simperl, M.Van Kleek,Y.Yang, and W. Hall,““Towards a classification framework for
social machines,” in SOCM2013: The Theory and Practice of Social Machines, 201 3.



Human-machine g
Inter-agencies
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GQQ Product Data l;]

“From the Wild” -.

TY

l Continual Production
y | Reskilled production processes
Products updated based on new
@ Data Annotation #] Al
Ethnography

ML Pattern Detection
|

® Products in the wild [ 7\(%} Product Use Models #J
' Supervised ML

Designer-led Rules
¢ Understanding interactions l
with people

7
Rapid Product Manufacture
New Forms of Design New production instructions
Data-driven design ¥ Seamless Digital Twins for Design
.

\

suggestions 35 & Manufacture

® Use based design o)
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Burnett, D., Thorp, J., Richards, D., Gorkovenko, K. and Murray-Rust, D.,“Digital twins as a resource for design
research”. In Proceedings of the 8th ACM International Symposium on Pervasive Displays (p. 37). ACM.
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@ Ofline ® Driline

® Change Track @Start/S:0p

Messages Movement Actions

Its being charged,
but | can’t use it

Is it not managing 10
connect through
bluetooth?

It's connected though
Hmm.

7}

| think maybe it would need a reboot | can see a lot of

s movement data. Are you
OK, let me try it \ disassembling it? \
If that doesn’t work, you can open | opened the package to reboot it.
the speaker and disconnect the .

battery from the Raspberry Pi and

, , Now its working
reconnect it again.



Pro-Social Deception

In the networked society,
you never know the

context you're speaking
in.

Polite ‘white lies’ become
difficult.

Can algorithms help!?

.- Channels
- Contextual PI atforms
Integrity
Violations ‘ / Intended
: Interactions
|

Adversarial
AnaIyS|s
Insurancer
\ Survelllance \
Ex friends
, /EI|C|tat|on
/
Attacks

/
Advertlseré 'f‘ Data [,_/-
| Miner .-
Targeted \ \ PR 4 AFEriends
Advertlsmg\ .\ ’ ,'

/
Separate TOAF Leakage

L d
"

)

’ Close ‘
- \ / Frlends \
% Context "
Collaps p
Family ﬂ
Co-workers
Individual

Van Kleek, M., Murray-Rust, D., Guy, A., O'Hara, K., & Shadbolt, N. "Computationally mediated pro-social
deception." Proceedings of the 2016 CHI Conference on Human Factors in Computing Systems.ACM, 2016.



Total Honesty Pretend to be Medium Grain Coarse Grain
|Healthy | v

Walking 15 Walking 15 Walking 15 Walking 15
mins mins mins mins

In the Red In the Kettering
Lion Pub Vegan Cafe High Street

(near the Red
Lion)

Kettering

Walking 10 Walking 10 Walking 10 Walking 10

mins mins mins

Multiple Colocation with Simulate

Possibilities Jo v Normality

Walking 15 Walking 15 Walking 15
mins mins mins

In the Red Lion, Whatever |

or in the Veegan Whatever Jo is normally do on
Cafe or in the doing Thursday
Ballet studio afternoons

Walking 10 Walking 10 Walking 10
mins mins mins




Calendar

December 2008
S M T
N Excuse Time
December v 2008 @ LS SR Bl
7 8 8 [ M T W T F S § M3 T W T F S
1 2 3 4 5 6 1 2 3 4 5 6
" 15 W 7 8 9 10 T 12 13 o 7 8 9% 10 1 12 13
14 15 18 17 18 19 20 4. 1516 180 37 118 39, 128
21 22 21 22 21 22
Select Today Select Today
Excuse setup
~ lam |inameeting ~ Iin  EastCroydon v ] Generate from my history J
& Onmyoun | Use events from friends calendars ‘
& vith frends
. l Create new excuse with friends l
lieCal
Ally
Lea
|- J
Social Excuses
g Chieck into Foursausare
|: Tweet supporting mages (e.9. local restaurants and stiractions)
|| Postito FB about haw good 1 was
W Tag selected friends on FB
i Refer to 0cel naws events
g Canstruct traval plan and mantion senice digruptions
\ >
Make my excuses! J

Van Kleek, M., Murray-Rust, D., Guy, A., O'Hara, K., & Shadbolt, N. "Computationally mediated pro-social
deception." Proceedings of the 2016 CHI Conference on Human Factors in Computing Systems.ACM, 201 6.



Calendar

December 2008
S M T
; Excuse Time
December w 2008 - Dacember w 2008 S
7 3 8 S M T W T £ S S M T W T FE 8
1 2 3 4 5 6 1 2 3 4 5 6
14 15 u | & e | 30154 | 3% o8 3 7 4 8 10 # 12 13
o 14 15 18 17 18 19 20 W 1938 18 97 18 30 20
21 2 L 2 21 22
Seledt Today Select Teday
- Excuse setup
ameeting ~/| in | East Croydon |~/ L Generate from my history

Findings o | Use events from friends calendars
- people are very happy to lie :

[ Create new excuse with friends

to Facebook

- scared of having a history 4
of lies ——

- deception by default- create

many deceptive outputs, only |

tell the truth when explicitly | — )

told Make my excuses!

Van Kleek, M., Murray-Rust, D., Guy, A., O'Hara, K., & Shadbolt, N. "Computationally mediated pro-social
deception." Proceedings of the 2016 CHI Conference on Human Factors in Computing Systems.ACM, 201 6.



Acceptability of Digital Phenotypi

“l don’t care if you know about
my battery”

How do we understand the
acceptability of large scale data
collection?

How do people feel about the technology?

How burdensome is it?

s it ethical?

Do people understand what the technology

does!?

®* What do people have to give up to work with
the technology?

® Do they think the technology works? Can
people make use of it?

® Theoretical Framework for Acceptability
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Rooksby, John, Alistair Morrison, and Dave Murray-Rust. "Student Perspectives on Digital Phenotyping: The Acceptability of
Using Smartphone Data to Assess Mental Health." Proceedings of the 2019 CHI Conference on Human Factors in

Computing Systems.ACM, 2019.
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https://pixabay.com/illustrations/blockchain-cryptography-bitcoin-3944194/

Artists
Re:Thinking
the
Blockchain

A futube-artefact of a time before the blodkchiin changed the
world. 'Nm interdisciplinary book includes artistic, theoretical
and docigmentary cagagements with the technology Soum:
have d bed as the new imternet, )
\

With oonmmi;tons by Jayn Kiora Brokikc, Theodoros Chiatis, Am
c‘“kﬂ, selll'.'\ Dean ' f~::~l_:|| Irforrmatics Research lelry. MILI
Dovey, Mat Drburst, Rachel O'Dwyer, César Escudens Andaluz
Primavera (e | A{‘\-‘ ", I-';;(y Gignni, Pater Comes. Elias mﬂ”, N
Hahm, Max Ha™ (f-\';.‘; re, Kimoariey tor Hoemit, Holly Homdon, Helon
Kaplinsky, Paul Kolling, £ Kurug, Nikki Losl, Rob Myers, Marti
NRﬂB" r‘t')ﬁf" 15 1"" wn . wnbdiceen). Edwa i l', PV\':‘ S'u{]!ﬁ
Faul Seidier, Surtatia|, Hito Steyerd, Lina Theodorau, Fablo Yelasco
Bon Vickers, Mal \ , Ceollla wee, Martin Zollinger.

‘Furtheriield and Torg \ ave bmught us a collection af writings
ano art that cut throug the ream bilockchein hype snd
raveal the diverse craathle visions thar can be embedded Into the

.
-

technology. The Look sirfges & gres! balance Leiween technical
axplanation of binckehsind, coyptocureency and smert contracts
and the broader politics, elture and phNozcphy that surrounds
tha innovations. Above ail, R /nsplres us to ballevae we can stfl
inveat our own futures and gri\w the technologles that we need io
renlize them,'— Bratt Scott, author of The Harafin's Gulda 1o Global
Finance: Hacking tho Future of Monay
\

‘This book fs on 3 mission to makd one of the most influential y=1

unknown technologias af today intqlligible for each and every one

af us.’— Josephine Bosma, author o!‘Qlortf'twos ~ Lat's Talk Not /.t
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Edited by Ruth Catlow, Marc Garrett,
Nathan Jones & Sam Skinner
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(free download: https://torquetorque.net/wp-content/uploads/ArtistsReThinkingTheBlockchain.pdf)



https://torquetorque.net/wp-content/uploads/ArtistsReThinkingTheBlockchain.pdf

FinBook: Literary content as digital commodity Behavlaur

Authors: Rory Glann|, Hadl Mehepouya, Dave Murray-RUst, Battina Nissan, Shaune Dasthulzen, Chis Speed,

' Tota! valus: § 494,565.77
FI“.OOk Kate Syrmons al vai 494,503.

Change

Kaywords: Foonomics, Markets, Agency, Distribution, Pubishing

First 100 words: This shori essay explainz the significance of the FinBoak intervention, and invitas the
reader to participate. Wa have associated each chapter within this book with a financial robot (FinBot), and
created a market whereby baok content will be traded with finrancial securities: As human sbour inoreasingly
consists of unstable aivd uncertaln work practices and & algorithms reolace people on the virtual trading floors
of the worlds markets, we see members of society taking advantage of FinBots toinvest and make exira funds,
Bots of all kinds are making financial decisions for us. searching onling on our behalf to help us..,

Portfalio & Trading
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BitBarrista - Larissa Pschetz, Ella Tallyn, Rory Gianni, Chris Speed

ponstaid = e tnit e e by D sevian Baheute
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Pschetz, Larissa, Ella Tallyn, Rory Gianni, and Chris Speed. "Bitbarista: Exploring perceptions of data transactions in the
internet of things." In Proceedings of the 2017 CHI Conference on Human Factors in Computing Systems, pp.

2964-2975.ACM, 2017.



BitBarrista



Fig. 2. Left, shows Bitcain payment being made with a mobile phone. Right, shows the Bitbarista offering a
reward for emptying the coffee grinds

Tallyn, E., Pschetz, L., Gianni, R., Speed, C., & Elsden, C. (2018).“Exploring Machine Autonomy and Provenance Data in
Coffee Consumption:A Field Study of Bitbarista”. Proceedings of the ACM on Human-Computer Interaction, 2(CSCW),
170
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Fig. 5. P11 diagram of her imagined world of the Bitbarista, showing Bitbarista paying out dividends to all
participating farmers

Tallyn, E., Pschetz, L., Gianni, R., Speed, C., & Elsden, C. (2018).“Exploring Machine Autonomy and Provenance Data in
Coffee Consumption:A Field Study of Bitbarista”. Proceedings of the ACM on Human-Computer Interaction, 2(CSCW),
170
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“« Block Exchange

Understanding
blockchains as a way-to
exchange value

- Setup, Exchanges

- Transactions
Eﬁ,r Extended Values

http://blockexchange.designinformatics.org/



http://blockexchange.designinformatics.org/
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Wor'kshop | -
Block Exchange

Understanding
blockchains as a way to
exchange value »

- Setup, Exchanges =
- Transactions
- Extended Values

Mining and recording transactions
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% Block Exchange

.- Understanding

. blockchains as a way tom
exchange value
- Setup, Exchanges
- Transactions

.= Extended Values
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ol Workshop 2 - GeoCom
Exploring location in the

= blockchain
- Warm up (BIockExchange)

. - Guided Experience

- ldeation

- Prototyping
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- Credit zones (green) give you money
&l - Debit zones (red) take money away
# - Prizes (black) give money to the first
person who reaches them
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Workshop 2 GeoCoin
, (,Explorlng location in tf?e
A * blockchain g
- -Warm up (BIockEx'
- Guided nce

-9-5‘ .

issen, Bettina, Pschetz, Larissa, Murray-Rust, Dave, Mehrpouya, Hadi,
" Oosthuizen, Shaune and Chris Speed.“GeoCoin: Supporting Ideation and

- W~ Collaborative Désign with Smart Contracts" In Proceedings of the 2017 CHI
Conference on Human Factors in Computing Systems, ACM, 2017.
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HandFastr - short term marriages on the blockchain.
In collaboration with James Stewart, Max Dovey & Corina Angheloiu.

Video www.vimeo.com/163565402.



http://www.vimeo.com/163565402

* Findings

- prototyping is really
Important

- - being ‘just real enough’
- blockchain gives a«éace to
rethink how things are

-
o

»



L ocation Based Smart
Contracts

Create agreements about things, place and space



What is a smart contract/

e A way to make an agreement!?
e A distributed program?

e A new way to structure society!



What is a smart contract/

e Digital promises and conditions

¢ Code that 'does things’ - self executing, defined actions in
response to conditions

e What's special? Security, trust, identity, distribution, certainty
(and money).

¢ What do they look like!?

e if (some condition ) then ( some action )



What is a smart contract/

Lots of work here -
payments, change of
ownership etc.

if ( some condition ) then ( some action )

Less work here
(outside of the blockchain)



Examples (with a transport bias)

e if( Liverpool win the football ) then ( | pay you £5 ) otherwise
( you pay me £2 )

e if( the train is a bit late ) then ( partial refund )

e if( the train is very late ) then ( full refund )

o if( 10 active journeys ) then ( free bike service )

e if( | leave my car here ) then ( release a bike for 2 hours )

o if( | drive through here ) then ( charge me £2)



Smart contracts and the world

e Smart contracts work very well for ‘on chain’ events -
transactions, messages etc.

e Connecting to the physical world is difficult - unreliable
information, multiple points of entry

e Location is a good example of this - important, fundamental,
hard to do well



Values - scarcity, memory/history, comfort, territory

Types: physical places, co-location, located event - temporal,
types of place, hard/soft boundaries

Consequences: registration, class attendance
What does it take to be there! Effort, permission, transport

Surveillance: who checks ID, who checks location, who knows!?



Location Cards: Bettina Nissen + EllaTallyn



:location aware lockable bike basket - if you want to
deliver a parcel near my home, make a contract with my bike lockbox
and pop it in while I'm at work!

: the City Council offers a smart contract - if
we can show that several people in the building cycle, and are prepared
to contribute, they will pay half of a bike rack in front of the building.

: taking kids to school in a train, with a cyclist at the front and
back - the "drivers” have to be close to all the kids, and get them to
school on time.

move from house to house. They have to phone in when
they get there to prove location.When the system goes wrong, they
have no recourse - need a bottom up system to prove their location

(easily!)
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System Overview

¢ Location Verification System

e |[ocation “Predicates” - building
blocks

e Smart Contract Library

e Off-chain server for matching and
connecting

Devices in the
Wild

Location updates ¢

Location Aware
Infrastructure

Verified Locations ¢

GeoServer

Satisfies I Events

Blockchain

Smart Contract

A Predicate

Predicate

Predicate

loT Devices
Mobile Phones

Smart Infrastructure

LoRaWAN

Location verification

Communications

Matching

Verifies



Location Predicates

o Key ways to look at location
e A personis in a place

e Any person is in a place - e.g. race,
treasure hunt

¢ Two people are in the same place
(wherever it is) - privacy preserving

e Can become true at some point

e (Can have constraints about time,
how close, who and what is involved

Devices in the
Wild

Location updates ¢

Location Aware
Infrastructure

Verified Locations ¢

GeoServer

Satisfies I Events

Blockchain

Smart Contract

Predicate

Predicate

Predicate

loT Devices
Mobile Phones

Smart Infrastructure

LoRaWAN

Location verification

Communications

Matching

Verifies



Smart Contract Library
e [f(...)then(...)

e if( p colocated( Dave, Courier ) ) then
action( open_box )

Devices in the
Wild

Location updates ¢

Location Aware
Infrastructure

Verified Locations ¢

® Checks predicates against evidence -

verified locations fed into the contract GeoServer
® Checking evidence is on chain and Satisfies 1Events
publicly visible Blockehain

® (but only shows the locations actually
necessary)

® Has Events for all the things you need
to work with predicates

Smart Contract

A Predicate

Predicate

Predicate

loT Devices
Mobile Phones

Smart Infrastructure

LoRaWAN

Location verification

Communications

Matching

Verifies



| ocation Server

e Connects between the blockchain
and the rest of the world (e.g. loT
Infrastructure)

o Listens to Location Based Smart
Contracts - what predicates are
they interested in?

e Tries to find location updates
from the network that satisfy the
predicates, and pass them in to
the contract (computationally
expensive!)

Devices in the
Wild

Location updates ¢

Location Aware
Infrastructure

Verified Locations

GeoServer

Events

Blockchain

Smart Contract

A Predicate

Predicate

Predicate

loT Devices
Mobile Phones

Smart Infrastructure

LoRaWAN

Location verification

Communications

Matching

Verifies



Location Aware Infrastructure

Devices in the
Wild

e Mobile devices that use GPS, Bluetooth
Proximity and triangulation to send
location updates

Locatipn updates ¢

Location Aware
Infrastructure

Verified Locations

® Network can help verify (e.g. LoRaWAN
can triangulate messages)

GeoServer
e Can send messages back to objects to do
something in response to Smart Satisfies 1Events
Contracts Blockchain
Smart Contract

A Predicate

Predicate

Predicate

loT Devices
Mobile Phones

Smart Infrastructure

LoRaWAN

Location verification

Communications

Matching

Verifies
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WORLDO

People want tousethe
location of smart objects
securely aspart of
real-world activities

GEOSERVER
TheGeoserverprocesses
data coming from smart
objectsinthe world and
matches thiswthsmart
nontracts

DEPLOY MATCH

1@

LOCATION

HCTIONS

........................................................................................

BLOCKCHRIN
Verifiedlocation data
's stored here sacurely,
ready foruse insmart
contracts that run on
the Blockchain

IF Smartboxarrves
atdestination

LEOGER | (8 i

EXAMPLE SCENRRIO

1 Alice createsa system thet
uses electric scooters and
smart boxes to transport people
and objects around

2 Alice writes asmart contract to
say how the system should work

d Shecreates smart boxes,
conngacts them to the scooters,
and people teke part

4 As people move the boxes
around the boxes share and
verifytheir locations

5 The Geoserver matches loca-
tion of beacons and boxes.
[tfeeds thisinto Alice’'s smart
contract

B Verified locations arestored in
the Blockchain

7 Venfied locations areusedin
the smaricontract

B Smart contracts cantransfer
money between participants
and perform actions in the world,
like unlocking the smart box

8 Everything that happensis
verified and backed by the
Blockchain
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The aim of the GeoPact
demonstration was to help
experts to engage with these
technological concepts and to
explore how they might open
up location data for new uses
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Object exchanges with GeoPact Boxes



Vistor Certn

o ™ WY

% k e »

GeoPact Scooter Box







Participatory workshop with GeoPact



Contract: CouriersAiTheTate

Contract Stotus
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Contract: CouriersAfTheTate

Conltract Stotus Boxes Blockchain Events
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Demo Scenario

® Courier assembling a car - being paid to collect all of the parts for a third party

e Explore different kinds of location based security

Smart contract

LB | —

DAL BE

l

Smart box exnhange at a verified location

®

'l
Al O@ BN,

Dealivery to smart looker

@)

Ledger

Smart contract

- =V

Alice writes asmart
contract for a system
that smart boxes to
move goods around,

As people move the
boxes around, the a
server verifies the
locations of smart
boxes by
triangulating signals
from beacons at
known locations.

When the box arrives
at. its deslination, it
unlochks so the
delivery can be
completed.

Everything that
happens Is verified
and backed by the
Blockchain.



Collect the tires

Tires are relatively low value

When the courier is in the right place, their
box opens, and they load the tires in

Then verify using the button that they have
made the collection

Collect the tires

Location Match reStore aclive

Action Courier: Box 1|will unlock| e aclive

Verification Verify [button| on Courier: Box 1| T

Action Courier: Box 1|will|verify-button| inactive

Action Courier: Box 1|will| lock| chve




Collect the chassis

The chassis is higher value - stored in a locked,
automated facility

When the courier is in the right place, the smart
store opens, and they can load in the chassis

(Then verify using the button that they have made
the collection)

Chassis Collection

BodyWorks: Box 2 will lock




Collect the engine
The engine is high value and sensitive - managed handover @

When the courier is in the right place, and so is the I‘ Il

engine supervisor, both boxes open A (@E \ O{jﬁ )

After the switch, both verify before moving on

Motor Collection

Location Match ‘Courier: Box 1| isat E: Top Motors

Supervisor: Box 3 will |lock










Contract: CouriersAfTheTate

Conltract Stotus Boxes Blockchain Events
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Contract: CouriersAfTheTate
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Possibly the youngest person ever to participate in a smart contract
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Current State
- demo works very nicely '

- just us '”

.

Findings
- scenarios really he > to N
sense of the technology
- what happens when it goes
wrong!

Next Steps
- take it outside with GPS +
. LoRaWAN
';- bring phones into the network
- make it easy for people to
'write smart contracts

- -
e
- - - :
h S
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- working with |&>ublics is a crucial challenge for bIockchaiw
l \

‘ |
- contextualisation is crucial - same contract + different story =

I o

els
Iy " .}'4’
"l. ..

- imaginaries - how to people conceive of things?

- degrf;ee_._jej—Fefality is very important

- what happens wlhe"ﬁ lchings go wrong!

- decentralisation pronﬁises democratisation, but democratisation is not easy!
-= blockchains let Things have wallets

- the world is messy!

. - blockchain gives a space to rethink how things are (hype can be useful)

- SRy - =
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